
CYBERSECURITY IN DE 
PRAKTIJK

Hoe vertaal je Complexiteit naar 
een Geïntegreerde Aanpak?
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Cyber security in practice
From complexity to unity



#whoami

• 10y+ Cyber security

• 10y+ Energy 

Technology stack
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What is ”Secure”?
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Source: Fort Knox -Travis Good.

vs.

Source: https://giphy.com/



Security = Resilience
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Security = Trust
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Source: https://blogs.idc.com/2020/04/22/the-five-elements-of-the-future-of-trust/
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Balancing grid with renewables: challenge
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Goal
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Source: Tenor



14



15



16



Risk =
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Likelihood * Impact
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Risk mgmt. 

Source/Copyright: Disney



Law & Order
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21
Source: https://ensarseker1.medium.com/unraveling-the-complexities-of-

eu-legislation-part-1-cybersecurity-7a323d5bebed

Data & Privacy:

ES, GDPR, EU PDP, EU 

FFNPD, PSI ODD, DGA, 

ePrivacy, EDA, EHDSA, …

Cybersecurity

CSA, ECCC, NIS2, EU ISR, 

CSR, CRA, CS Act, …



Why so many rules and regulations? 

1. EU wants to heighten the resilience of the EU 
society

2. EU wants its residents to be better protected, 
within EU and outside of it

3. But we can’t impose the same rules for everyone
Some sectors need a bigger nudge or are more critical, hence the differences in  DORA, NIS2, 
CER, …

Some topics need different enforcement mechanisms

Each discipline is implemented differently in member states
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Differences in companies within sectors

PV Inverter 
manufacturer Main risks are in production of 

insecure/vulnerable product and potential 
insecure remote monitoring, potential 
Intellectual property theft

O&M service 
provider Main risks are in unlawful plant control and 

potential insecure remote monitoring/control + 
customer data
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What should I consider?

“THE SCOPE”
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Targets
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Production 
unit

Installer

Manufacturer

Operations & 
Maintenance

Installed 
Assets

Aggregator
Distribution 

grid operator

Market 
participants

Resellers

EMS



Scope & detail

1. Plant mgr vs CEO
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vs.



Defenders vs attackers 
(Blue vs Red team)
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Source: LPGASource: Twentieth Century Fox
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How to start?
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Tips & tricks
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Plan

Build an ISMS 
(Information Security 
Management System)

• Define your intent

Define your applicable 
controls 

• Define your approach

Implement/verify 
these controls

• Perform the actual 
implementation
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The “HOW”
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2

Working with frameworks

Governance 
framework

• Defining all the 
rules and their 
intent

Control 
framework

• Defining all the 
measures you 
will take

Implementation 
framework

• Structure to 
ensure 
successful 
implementation
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Governance framework – Example
Information Security Policy
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Source: Hightable.io



Implementation example

• “We want to be the best-in class regarding the 
privacy of our customers”

• Our employees are customer-first minded and 
take utmost care of our customers data.
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Control Frameworks – CSF/CyFun
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Identify Protect Detect Respond Recover

Source: NIST CSF v2 / CCB Cyber Fundamentals 2025

Govern



Controls: Example – CyFun
Asset inventory
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Implementation: Example
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vs. vs.     …



How to process changes

• E.g. NIS2
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Analyse

• Check 
applicable 
requirements

Process

• Map 
requirements to 
existing 
framework

Align

• Make changes 
where 
necessary and 
establish 
reporting



NIS 2

• Analyse:

• What are the requirements? E.g. Mandatory incident reporting

• Process

• Map requirements to own governance/control framework E.g.

• RS.CO-02: Internal and external stakeholders are notified of incidents 

• RC.CO-04 Public updates on incident recovery are shared using approved 
methods and messaging

• Align

• Update policies, controls and implementation where needed E.g. add 
“send short initial warning to Belgian CSIRT within 24h”
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To wrap things up

42

It is not that hard 
to get started

Use a framework 
to keep 

structure/overview

Work risk-based!

Source: HLN



How easy is it?
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30% 

OFF
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Thank you!
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